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SEO Abuse on the Rise

Recently, we have noticed scammers have started using more sophisticated methods to convince

users that they are legitimate, so we wanted to provide ways to detect these scams and avoid falling
into their traps.

One of the fastest-growing scams lately has been using fake websites that appear real when you are
using a search engine. These bad actors purchase “sponsored links” that look very real but are
directed toward their fake sites. They purchase these so they appear at the top of search results.

Here’s what you should watch out for:

URL errors: look for misspellings or unusual domain extensions. These can be as smallas a
single letter out of place, or an extra period in the link.

Grammar and spelling mistakes: Legitimate sites take care to avoid these errors. Poor
grammar, spelling, or formatting mistakes in content usually mean it is a fake site.

False security notification: After you click on a site link, you may be presented with a screen
notifying you of a login issue and directing you to a hotline number. These are designed to
trigger panic and anxiety.

Request for personal information: These bad actors will ask for your login information, do
not provide it. Most all institutions will not ask for this information over the phone.

Privacy policy: Genuine sites will have a privacy policy available. You can look for it in the
footer of the website. If that is missing, think twice about what information you would be
providing.

There are ways you can protect yourself and avoid this type of scam:

Avoid searching for a site: Bookmark the sites you use, and use these bookmarks to get to
these websites, especially financial ones and those where sensitive information could be
input.

Utilize the apps: Download and use your financial institution’s app. Note: read reviews and
check the number of downloads to ensure you’re downloading the correct app.

Question urgency: Phishing attempts often use urgency as a method to get your
information. Take a moment to verify the information through official channels.

Use secure networks: Access financial accounts only through secure networks. Consider
enabling 2-factor authentication or biometrics where possible.

Call before acting: If you have concerns about a site or link, it’s always best to call the
institution before taking any action.
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If you’re ever in doubt about the legitimacy of a communication from us or any financial institution,
please call us immediately at 617-547-6717.

Your O’Brien Team
Disclosures:

1. Registration with the SEC should not be construed as an endorsement or an indicator of investment skill, acumen or
experience.

2. Investments in securities are not insured, protected or guaranteed and may result in loss of income and/or
principal. Diversification does not eliminate the risk of market loss and, long-term investment approach cannot guarantee a
profit.

3. This communication may include opinions and forward-looking statements. All statements other than statements of
historical fact are opinions and/or forward-looking statements (including words such as “believe,” “estimate,” “anticipate,”
“may,” “will,” “should,” and “expect”). Although we believe that the beliefs and expectations reflected in such forward-looking
statements are reasonable, we can give no assurance that such beliefs and expectations will prove to be correct. Various
factors could cause actual results or performance to differ materially from those discussed in such forward-looking
statements. All expressions of opinion are subject to change. You are cautioned not to place undue reliance on these
forward-looking statements. Any dated information is published as of its date only. Dated and forward-looking statements
speak only as of the date on which they are made.

4. Investment process, strategies, philosophies, portfolio composition and allocations, security selection criteria and other
parameters are current as of the date indicated and are subject to change without prior notice.

5. Ingeneral, investment in foreign issuer securities entails additional risks such as limited transparency and accounting
overview, varying frequency, availability and quality of financial information, limited enforcement opportunities by US
regulators, and limited shareholder rights and/or remedies.

6. Unless stated otherwise, any mention of specific securities or investments is for illustrative purposes only. Adviser’s clients
may or may not hold the securities discussed in their portfolios. Adviser makes no representations that any of the securities
discussed have been or will be profitable.

7. Market or market segment performance is stated for illustrative purposes only and does not reflect performance of actual
client accounts. Client performance is affected by advisory fees and transaction costs.
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